
Classification Definition Example Data types

Sensitive
Information that are restricted, with the highest 
Security\Privacy Requirements

Identifiers plus:
* Major Identifiers (e.g. SSN, Passport, Driver's License, Health Insurance, MRN)
* Payment Card holder data
* Regulatory Data excluding FERPA (e.g. GLBA, HIPAA)

Confidential
Information that are confidential, with moderate 
security\privacy requirements

Identifiers plus:
* Grades and GPA 
* Class schedule 
* Class Roster 
* Transcripts 
* Student Conduct record

Internal
FERPA/HB-1 directory information and other 
confidential business information

Examples include:
* Internal business documents under NDA
* Internal intellectual property
* Some university financial data
FERPA Directory Informationmay include:
* Name
* Date of birth
* Photograph
* Major field of study
* Participation in officially recognized activities
* Weight and height of athletic team members
* Dates of attendance
* Degrees, honors, and awards received
* The most recent educational institution attended
* Date Admitted
* Degree sought 
* Compilation of Student Email Addresses

Public

Information that may have some minor sensitivity 
but are not regulated by laws and contracts; as well 
as public information

Examples include:
* Enrollment numbers ready to be published
* Business process documents
* Public report
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