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Policy Statement

University employees and other personnel who have access to sensitive and
confidential University information must encrypt files containing sensitive and
confidential information to protect it from unauthorized disclosure. Furthermore, the
encryption program used must employ proven standard algorithms and must permit
properly designated University officials, when required and authorized, to decrypt the files
to acquire the information.

Purpose
The purpose of this policy is to provide users with relevant guidance concerning
data encryption at Norfolk State University as well as their responsibilities pertaining to
encryption
Scope
This policy applies to NSU employees and other personnel (i.e. supporting
vendors, consultants, etc.) who have access to sensitive and confidential University
information.
Procedures
l. Examples of Sensitive or Confidential University Information
Some examples of sensitive data include social security numbers, credit card
numbers, medical history, certain financial data, and other data as defined by

FERPA, HIPAA, the Commonwealth of Virginia, or other relevant laws and
regulations. Directory information is not considered sensitive.
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1. Acceptable Encryption Standards

The use of proprietary encryption algorithms is not allowed for any purpose unless

it has been reviewed by qualified experts and approved by the University's duly

appointed Information Systems Security Officer.

Data that is being stored must be encrypted using either a symmetric cryptosystem

of the type with a key length of at least 128 bits, or, an asymmetric cryptosystem

of a type that yields at least equivalent protection strength.

Data that is being transmitted must be encrypted using any one of the following:
Verisign™ Web server certificates and web servers which support
SSLV3/TLSV1 in strong encryption mode (128 bit or higher symmetric/bulk
encryption, 1024 bit or higher public key encryption)

SSL to wrap any clear text protocol/service not encrypted via another method
SSH 2

Kerberos

PCAnywhere

PGP

Terminal Services

PPTP, IPSec

A One-Way Hash Function must be used to irreversibly encrypt digital signatures,

integrity checksums, authentication information including passwords, and similar

types of data.
I11.  User Responsibilities

Users who have access to sensitive and confidential information are authorized and

expected to encrypt data for protection against unauthorized disclosure both while

it is being stored and while it is being transmitted as well.

Users must protect sensitive and confidential information wherever it resides - on

servers, desktop and laptop personal computers, and even when or if it is placed

onto peripheral storage devices such as PDA's, USB/thumb drives, memory cards,

computer diskettes and discs, media players, digital cameras, cell phones, etc.

Users must ensure they properly secure any encryption keys associated with
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encrypted data.

Users must be aware that the U.S. Government has restricted the export of
encryption technologies. Those users who are residents of other countries and
those who travel to foreign countries must also be aware of the encryption
technology laws of those countries as well.

Users who have questions or require assistance concerning encryption should send
an e-mail to clientservices@nsu.edu or call OIT Client Services on 823-8678.

Glossary
FERPA - the Family Education Rights and Privacy Act
HIPAA - the Health Insurance Portability and Accountability Act

Directory Information - The following information has been declared "Directory
Information™ and may be released by the University without prior consent of the student:
name; address; date and place of birth; major field of study; participation in official
activities; weight and height of athletic team members; dates of attendance; enroliment
status; degree; honors and awards received; and, previous educational agency or
institution attended.

Proprietary Encryption - an algorithm that has not been made public and/or has not
withstood public scrutiny. The developer of the algorithm could be a vendor, an
individual, or the government.

Symmetric Cryptosystem - a method of encryption in which the same key is used for both
encryption and decryption of the data.

Asymmetric Cryptosystem - a method of encryption in which two different keys are used:
one for encrypting and one for decrypting the data (e.g., public-key encryption).

One way Hash Function - a cryptographic algorithm which does not require a key and
produces an irreversibly encrypted cipher-text. Other names for this are message digest,
fingerprint, digital signature, and compression function.

SSL - Secure Socket Layer, a protocol designed to provide encrypted communications on
the Internet.

SSH - Secure Shell, a network protocol that allows data to be exchanged over a secure
channel between two computers.

Kerberos - a network authentication protocol.
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PCAnywhere - a computer program used for remote connectivity and encryption.
PGP - Pretty Good Privacy, a computer program used to encrypt and decrypt data.

Terminal Services - a component of the Microsoft Windows operating system that allows
a user to access applications and data on a remote computer over any type of network.

PPTP - Point-to-Point Tunneling Protocol, a method for implementing virtual private
networks.

IPSec - Internet Protocol Security, a framework of open standards for protecting
communications over Internet protocol networks through the use of cryptographic security
services.
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