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. Policy Statement

Risk Assessment addresses protecting University information and IT systems
commensurate with sensitivity and risk, including system availability needs. This
is a central component of the University information security program and allows
the University to determine how these factors apply to its IT systems and data.

1. Purpose

The Risk Assessment policy delineates the steps the University must take for each
IT system classified as sensitive to:

e ldentify potential threats to an IT system and the environment in which it
operates;

e Determine the likelihood that threats will materialize;

e ldentify and evaluate vulnerabilities; and

e Determine the loss impact if one or more vulnerabilities are exploited by a
potential threat.

Note: The Risk Assessment (RA) policy differs from the RA required by the
current version of the Project Management Standard (COV ITRM Standard
GOV2004). This Policy requires an RA based on operational risk, while the
Project Management Standard requires an RA based on project risk. Many of the
RA techniques described in the Project Management Standard, however, may also
be applicable to the RA required by this Policy.

I11.  Scope

This policy applies to all Commonwealth of Virginia (COV) systems and to the
University IT network infrastructure.

IV.  Requirements

For each IT system classified as sensitive, the data-owning agency shall:
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1. Conduct and document a RA of the IT system as needed, but not less than once
every three years.

2. Conduct and document an annual self-assessment to determine the continued
validity of the RA.

Note: In addition, when the University own both sensitive IT systems and IT
systems that are exempt from the requirements of this Policy, the University’s
RAs must include consideration of the added risk to sensitive IT systems from
the exempt IT systems.

3. Prepare a report of each RA that includes, at a minimum, identification of all
vulnerabilities discovered during the assessment, and an executive summary,
including major findings and risk mitigation recommendations.

V. Violations

Violations of this policy will be addressed in accordance relevant University and
Commonwealth of Virginia policies, including University Policy 60.201 and
Department of Human Resources Management Policy 1.75. The appropriate level
of disciplinary action will be determined on an individual case basis by the
appropriate executive or designee, with sanctions up to or including termination or
expulsion depending upon the severity of the offense.

VI.  Interpretation

The Information Security Officer is responsible for official interpretation of this
policy. Questions regarding the application of this policy should be directed to the
Office of Information Technology. The Information Security Officer reserves the
right to revise or eliminate this policy.
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